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Noise immunity of radio and mobile communications

In work results of development of the compact radio transmitter supporting the USB interface for data ex-
change are presented. The radio transmitter is the duplex device working with is frequency-controlled signals.
Correction of transmission errors was carried out by means of application of a Reed-Solomon code. The in-
tegrity of the accepted data was controlled by comparison of the resulting sum of the transferred package of
data. Results of pilot studies of the maximum steady range of aradio communication at various speeds of data
transmission, in the conditions of direct visibility are presented in article. The experiment was made in the
mode of continuous monitoring of the accepted data at increase in distance from the transferring radio device.
Application of noise immunity coding has been recorded most effectively at a data transfer rate (up to 3 dB).
It is proved that increase in range of aradio communication is possible through reduction in the rate of data
transmission and it is caused by dependence of sensitivity of the receiver on manipulation speed. Reduction
of the sizes of the device through creation of constructive modification is recorded.

Keywords: noise immunity, radio communication, transmitter, coding, data transmission, receiver, transfer
rate, microcontroller.

Introduction

Potential of wireless communication systems annually increases: their capacity, noise stability, radio
communication range increases [1, 2]. Communication systems, such as Wi-Fi, WiMax and Bluetooth have
the high speed of exchange of information and noise immunity.

At the same time the range of the listed communication systems is limited to distance in severa tens of
meters. In some scopes requirements which belong to data transmission range are imposed to the used sys-
tems of a radio communication. At the same time it is important that radio devices transferred data to dis-
tance to two — three thousand meters and had low price. It is about data transmission in telemetry, about
security systems and control of access to them, remote control of objects, reservation of wire communication
channels, the automated systems of collection of information, etc. In these areas not the high speed of infor-
mation transfer, but providing a reliable communication channel with instant access and high reliability of
data transmission to distance to severa tens meters matters. These requirements can be reached when using
radio modems.

The mgjority of radio modems represent devices of the big sizes which gather permanently that ex-
cludes their mobility. Such radio modems have outdate the RS-232 interface and demand the separate power
supply, and it complicates process of installation, control and operation of the equipment.

Creation small by the size, a mobile radio modem with the high level of noise immunity became the
purpose of an experiment and the work which is carried out by authors.

For achievement of agoal the following tasks have been realized:

— Development of the eectric circuit and payment of the send-receive device. This problem was solved

with use of opportunities of the specialized Altium Desinger environment;

— Production of the printed circuit board and installation of radio components on a surface. At the same
time photoresist and traditional methods of soldering were used;

— Development of a code of the operating program. Possibilities of the Visua Studio 2015 and Keil
uvision programming environment were for this purpose used. The operating program is written in
language of high level C++.

Result of development was creation of the duplex send-receive device which works with is frequency

the manipulated signals in the range of frequencies of 430435 MHz with restriction of power of the trans-
mitter at the level of 8-9 MWi.
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Experimental technique

Data exchange and food of a radio modem are carried out through USB port. The USB interface acts as
physical level for the UART interface, and the radio modem is defined by system as virtual consecutive
COM port. Data exchange speed via the interface is standard and supports the modes from 1200 to 115200
baud. The radio modem supports the speed of information transfer from 1 to 300 kbps by means of binary
frequency manipulation (FSK) [3] and by means of spectrally Gauss effect frequency manipulation
(GFSK) [4]. It is reached through preliminary filtration of the modulating signal in the filter of low frequen-
cies of Gauss with coefficient of rounding off of BTs= 0.5. At the same time width of arange of GFSK of a
signal on the level of —3 dB is 45 % less, than at FSK of a signal under equal conditions. So high spectral
efficiency leads to increase in an inter-symbol interference, and, as a result, the probability of wrong recep-
tion of dataincreases[5] (Fig. 1).

Figure 1. Structural scheme of radio modem

The radio transceiver WTR4905 chip forms a basis of a radio modem Lenovo A6000.

The operating STM32F103C8T6 microcontroller is 32-bit ARM Cortex-M3 the microcontroller. Work-
ing tension — up to 3.6 V. Frequency is 72 MHz, interfaces. two SPI, two 12C, three USART, one USB, one
CAN. A chip of the USB-UART converter — FTDI FT232RL.

When devel oping the device attention was paid to a question of reliability of the transferred data.

It is well-known that at data transmission, the checksum calculated for a certain agorithm is used. The
algorithm is difficult and there are problems because of deficiency of resources of programmable microcon-
trollers. To make an algorithm simple it is necessary to calculate the category of checksum through an exper-
iment.

Results of determination of efficiency of agorithms which confirm integrity of transmitted data from
control with the sums of 8-bits, 16-bits, 32-bits and 64-bits are given below. It should be noted that the sm-
plest option, is installation of the sum of even bit which can be created via the device. However, for data
transmission on aradio channel installation of the sum of even bit is not enough and in some cases it isim-
possible because of mistakes. Control of the sum of even bit is used for collecting statistics about existence
of mistakes in a stream of transmitted data, but the integrity of data does not guarantee. The positive result
consistsin that, it reduces the probability to pass a mistake for 50 %.

It is possible to calculate checksum if to determine this sum as the sum of earlier transferred bytesin the
following look:

CRC= byte(1) + byte(2) + byte(3) +...... + byte(N),
where byte(N) — the transferred bytes.

Let's consider an agorithm with data transfer checksum of 8 bits.

We do not consider a bat of overflow. The result of summation is stacked in alocated under the check-
sum of 8 hits. It is possible to pass a mistake if in case of failure one byte increases by some value, and other
byte will decrease by the same value. Checksum will not change. Let's make an experiment on data transmis-
sion. Basic data such:

— fullness with the pseudorandom given Random ($FF+1);

—in arandom way we change 1 bit in the block of data the operation XOR with in specialy prepared

byte which has one single bit on an accidental position;

Cepust «®uanka». Ne 4(92)/2018 83



K.M. Makhanov, K.T. Ermaganbetov et al.

— we repeat the previous point of 10 times, at the sametime it is possible to receive from 0 to 10 wrong
bits.
We transfer the virtual message N times. Ideal checksum will reveal a mistake by the number of infor-
mation, available to it, on the message. Probability to pass a mistake for 1 bit of checksum:

Pz%zl):O.S.
P:%Zs):1:256,

that is, on 256 sent packages of a mistake, one will undergo testing of checksum. Statistics of virtua data
transmission, by means of the test program showed, existence of total number of errors of 69892 of 10 mil-
lion iterations that correspondsto aratio 1:143.

Thus, using rather simple algorithm and speed of data processing it is possible to receive 55 % the
probability of detection of mistakes from total number of the transferred data. In case of need higher reliabil-
ity of detection of mistakes, it is necessary to use checksum with alarge number of bits. We will consider an
algorithm with 16-bit checksum further.

In this case, the theoretical probability of an error of the transferred data turns out 1:65536, what is
much better. But, as a result, the number of auxiliary data, on the example of our message grows, 2 bytes of
checksum are added to 8 bytes of useful information.

The modified type of an algorithm for processing of checksum word length of 16 bitsis given below:

CRC:=CRC + bytel6*44111,;

CRC:=CRC XOR (CRC SHR 8).

For a case from 10 million iterations the insignificant quantity of errors, corresponding 109 % of atheo-
retical limit is found.

Below the algorithm with 32-bit checksum is considered. The main part of the code is given below:

CRC:=CRC+hyte32* $990C9ABS5;

CRC:=CRC XOR (CRC SHR 16).

In this case time of the analysis of dtatistical data as the number of the transferred packages will make
232 increases. For 32-bit checksum the result close to atheoretical limit for an algorithm with 24-bit check-
sum isreceived (1:16777216).

The result of consideration of an algorithm with the 64-bit checksum realized on the microcontroller of
STM32 seriesis given below. The main code of an algorithm looks as follows:

CRC:=CRC+byte64* $5FB7D03C81AE5243;

CRC:=CRC XOR (CRC SHR 8).

In this case the approach similar to the method used with a 32-bit algorithm is used. As a result, in-
crease in word length (bit), leads to increase in reliability that in principle and corresponds to a theoretica
limit.

Thus, the developed radio modem supports function of control of integrity of the accepted data by addi-
tion in the transferred radio package of the field of checksum and the subsequent comparison of the accepted
field of the checksum calculated in the receiver. But it should be noted that such approach allows to make
sure only of correctness of data at reception and does not guarantee delivery of the message to the addressee.
When devel oping the device specia attention has been paid to a question of reliability of the transferred data.
The radio modem supports function of control of integrity of the accepted data by addition in the transferred
radio package of control summation and the subsequent comparison of the accepted field of the control
summation calculated in the receiver. Such approach allows making sure of correctness of data at reception
and doesn't guarantee delivery of the message to the addressee. Along with it the possibility of correction of
transmission errors, by application of a Reed-Solomon code is supported (38, 28) [6]. The device is capable
to correct to 7 wrong bytes in the accepted distorted package. Application of the specified noise immunity
coding does the device tolerant to a noisy situation or pulse hindrances and is capable to provide code
strengthening to 4.6 dB [7].

Tests of send-receive devices are previoudy in vitro carried out. Traditional methods of assessment of
noise immunity have been the basis for pilot studies. The scheme which is turning on two devices of radio
transmitters, three replaceable attenuators was used: SMA 40db 5W BW-S40W5, SMA 10db 1W VAT-20,
SMA 10db 1W VAT-10, one directiona coupler 20.5db 20-3000mgts and a loading equivalent with a fre-
guency range of 0— 3 GHz at 100 W.

For 8 bits respectively:
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The appearance of aradio modem from two partiesis presented in the Figure 2.

Figure 2. Appearance of aradio modem

Results and discussion

At this stage of work pilot studies of radio transmitters which have been developed have been conduct-
ed. For assessment of the maximum range of a radio communication at various speeds of data transmission
with correction of mistakes at their reception, experiments were made in the conditions of the city. The
scheme of an experiment looked as follows. The first radio modem which carried out a role of the sending
device was established in a window of the 5th floor of the building and has been connected to the personal
computer. This radio modem carried out radiation in air with an interval 1 second. The second radio modem
which carried out an intake role has been used in mobile option and has been connected to the smartphone.
The experimenter, moving away from the transferring radio modem, | carried out monitoring of the accepted
data. In case reception happened without mistakes, the reception radio modem transferred the level of the
accepted signal of dB to the smartphone. From the analysis of results of an experiment it has been estab-
lished that application of noise immunity coding is more effective at high speeds of data transmission
(to 3dB), than at low speeds (1-2 dB). It is established that increase in range of aradio communication is
possible by reduction in the rate of transfer. It is connected with dependence of sensitivity of the receiver on
manipulation speed. According to documentation on a transceiver chip, sensitivity of the receiver makes —
116 dB at a speed of 1 kbps. In practice it is difficult to reach such indicator as in this range of frequencies
thereisastrong load of an air with noise.

In all cases as antennas ineffective quarter wave vibrators were used. Increase in range of aradio com-
munication (up to 3-5 km) is possible through use of antennas, type «the wave channel» or «zigzag».

Authors note that reduction of the sizes of the device is possible through creation of constructive modi-
fication. Having replaced components, large by the size, with analogs in tiny cases, and upon transition to
multilayered topology of the printed circuit board the size of the device can be reduced by 2—3 times.

Conclusion

Thus, at this stage of works we have shown a possibility of creation of the device of a duplex communi-
cation system supporting the USB interface.

At the initial stages of the work connected with development of the program of detection of mistakes
and integrity of transmitted data for algorithms which had different values of word length of checksum (8-,
16-, 32 and 64-bits) were obtained.

The test experiments made in city conditions have shown that at high speeds of data transmission (up to
3 dB) application of noise immunity coding is most effective. At the same time at reduction of speed of data
transmission the efficiency of noise immunity coding decreases.
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Hlynapra Te3iMai KbIJEKBIMAJIBI PAAM0-MOAEMHIH NPOTOTHIII

Hepexrepmen anmacy ymiH USB wuHTepdeiiciH KOoNmaHATBIH bBIKOIAM PaJHOTAPATKBIN KYPBUIFBIHBIH
JAMYBIHBIH HOTYDKEINepi KenTipinreH. PaguorapaTkelm — XHUTIKIIEH GacKapbUIaThIH NaOBUIIApMEH KYMBIC
icTeifTiH IyruiekcTi KypsUrsl. Jlepexrepai Oepy Karenepin Ty3ery Pun-CooMOH KOABIH KOJNJaHy apKbLIBI
JKY3ere achIpbUIAbl. AJIBIHFAH JSPeKTEpAiH TYTACTHIFBI JKIOEpINreH [AepeKTep MaKeTiH ajfaH COMaHbI
CABICTBIPY apKpliIbl OakbuiaH[bl. Tikeneil kepiHy TYpPFBICBIHAH OPTYpJi JEPEKTEp JKbULIAMJIBIKTApBIHIA
MaKCUMaJIbl TYPaKThl PaAMOKAOBUIAAFBIMITH IKCICPUMEHTTIK 3epTTEY HOTIIKENEepi  KEJITipiireH.
DKCIEePUMEHTTIH MOHI aJIbIHFaH AEpeKTepi YHeMi Kajaraarn OThIpY, ajl OipTiHAen TapaTyllbl paJHoKypbLUI-
FBIJIaH KAIIBIKTHIFBIH apTTHIpY Oomsl. KymTi koarayas! nainanany AepeKTep/IiH *KOoFaphl XKbUIaMIbIFBIMEH
(3 nb meitin) TrimMaipek 6onasasl. PaguobaiiiaHbic ayKbIMBIH YIFAUTy TapaTy JKbUIJaM/IBIFBIH a3alTy apKbLIbI
MYMKIH €KeHIH KepceTTi — OyJl KaOBUIJAarbIIITHIH CE3IMTAIIBIFEl MaHUITYJSIONS  KbUIJaMIBIFBIHA
OaitmaHbBICTEL. AliTa KeTy KepeK, KYPBUIFBIHBIH OIIIeM/IepiH KYPBUIBIMIBIK ©3TepiCTepMEH 03repTy MYMKIH.

Kinm ce3dep: mynslH UMMYHHTETI, paguobailanbic, TapaTKeIll, KOATAy, AepeKTepai Oepy, KaObLIIarbIil,
OTKIi3Y KbUIAAM/bIFbI, MUKPOKOHTDPOJLIEP.

K.M. Maxanos, K.T. Epmaran6eros, JI.B. Uupkosa, A.O. Kacumos,
M.A. Mayke6aeBa, E.T. Apunosa, K.M. TypasibexoBa

ITomexoycToiiunBasi MOOWIbHAS PAIHOCBS3b

B pabote mpencraBiieHBl pe3yabTaThl pa3pabOTKH KOMIIAKTHOTO paJoIlepeialoniero yCTpoiicTa, moauep-
xusatomero USB nnrepdeiic, ans oOMeHa naHHbIMU. PagnonepenaTunkoM sBISETCS QyIUIEKCHOE YCTPONCT-
BO, paboTaromiee ¢ YaCcTOTHO-MaHUITYJTHPOBAaHHBIMU cUrHaimamu. Koppekims omuOOoK mepenadd JaHHBIX
OCYIIECTBIISNIACH TTOCPEACTBOM NpHUMeHeHus koaa Puna-Conomona. LlenocTHOCTh MPUHATHIX JAHHBIX KOH-
TPOJHPOBATACh ITyTEM CPABHEHHs PE3YNbTUPYIOIIEH CyMMBI IepeaaBaeéMoro MakeTa JAHHBIX C MPHHHMAae-
Moi. IIpencraBiaeHsl pe3ylbTaThl SKCIEPUMEHTAIBHBIX UCCICI0BAHUI MaKCUMaJIbHOU YCTOMYUBOM JaJIbHO-
CTH PaJIMOCBSA3H HA PA3JIMYHBIX CKOPOCTSX MEpefadyl JaHHBIX B YCIOBMAX IpsAMON BuauMOCTH. CyTh 3KcIle-
PUMEHTa 3aKJII0Yalach B HEIIPEPHIBHOM MOHUTOPHHIE IPUHUMAECMBIX JAHHBIX, IPU IIOCTEIICHHOM yBeInYe-
HUU PacCTOSIHUA OT IEepeJarolero paauoycrpoiictsa. IlpuMeHeHne NOMEX0yCTOMYMBOr0 KOJAUPOBAHUS HaU-
6oiee 3¢ PeKTHBHO MPHU BBICOKMX CKOPOCTSX Tepenayun aaHubix (10 3 ab). [Toka3aHo, 4To yBenHYeHHE Talb-
HOCTH PAJMOCBSI3M BO3MOXHO ITyTe€M CHIDKEHHUSI CKOPOCTH Iepefauyd — 3TO 0O0YCIIOBIEHO 3aBHCUMOCTBIO
YYBCTBUTEJILHOCTH MPHUEMHHKA OT CKOPOCTH MaHUMysiuy. ClielyeT OTMETHTD, YTO yMEHbIIEHNE TabapuToB
YCTPOHCTBA BO3MOKHO ITyTeM KOHCTPYKTHBHOH MOAN(HKAIIN.

Karouesvie cnosa: moMexoycToiunBOCTb, paJMOCBs3b, NEpelaTuMK, KOJUPOBaHKE, Meperadya JaHHBIX, IpU-
€MHHK, CKOPOCTh Tepeayll, MUKPOKOHTPOJLIEp.
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